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Q  ip==89.177.109.254 && port == 41748 && ip == 212.158.157.3 && port == 22 && protocols == tcp X C] D D
O | Llast24hours | Start 2019/02/2300:24:29 [ | End 2019/02/24 00:24:29 | [ || Bounding = Last Packet Interval = Auto
50 per page « <« 1 > » Showingl-1 of1 entries
Qa <> [ | Packets | Databytes] [Lines | ]
2019/02/23 01:00:00 2019/02/23 03:00:00 2019/02/23 05:00:00 2019/02/23 07:00:00 2019/02/23 09:00:00 2019/02/23 11:00:00 2019/02/23 13:00:00 2019/02/23 15:00:00 2019/02/23 17:00:00
[:][:] “ Start Time < Stop Time < SrcIP/Country < Src Port ¢ DstIP/ Country < DstPort < Packets < Databytes / < Moloch Info
Bytes Node
[Z] tcp 2019/02/23 2019/02/23 89.177.109.254 41748 212.158.157.3 22 63 7,450 SELKS
23:48:27 23:51:14 Ccz Cz 11,624
Download Pcap Source Raw Destination Raw Permalink Actions ¥
Id 190223-xjMn39iBnc9AULOWLHgHPXTh
Time 2019/02/23 23:48:27 - 2019/02/23 23:51:14
Node ¥ SELKS
Protocols ¥ ssh tcp
IP Protocol ¥ tcp
Src ¥ Packets 32 Bytes 5,857 Databytes 3,737
DstY Packets 31 Bytes 5,767 Databytes 3,713
Ethernet ¥ Src Mac 00:25:90:0e:e8:a5 OUI Super Micro Computer, Inc. Dst Mac 00:15:17:26:33:c8 OUI Intel Corporate
SrcIP/Port~  89.177.109.254 : 41748 ( CZ ) [ AS6830 Liberty Global B.V. ] { RIPE }
DstIP/Port~ | 212.158.157.3 : 22 ( CZ ) [ AS25248 RADIOKOMUNIKACE a.s. ] { RIPE }
Payload8 ¥  Src 5353482d322e302d ( SSH-2.0-) Dst 5353482d322e302d ( SSH-2.0-)
Tags ¥ D
Files ¥ /data/nsm/log.5.1550961671.pcap
TCPFlagsY SYN 1 SYN-ACK 1 ACK 21 PSH 39 RST O FIN 2 URG 0
Versions ¥ ssh-2.0-openssh_7.6p1 ubuntu-4ubuntu0.2 ssh-2.0-openssh_7.2p2 ubuntu-4ubuntu2.7
Suricata
Signature ¥ SSH to_client, established, not zabbix
Category ¥ | Generic Protocol Command Decode
FlowIld ¥ 365402089285163
Action ¥ | allowed
Gd~y 1
Severity Y | 3
Signature id ¥ 500,111
Packets = 200 ascii | utf8 | hex @) Uncompress H [ Show Image & Files H H UnXOR Brute GZip Header | UnXOR | Unbase6¢
Source Destination
2019/02/23 23:48:27.2727 41 bytes
SSH-2.0-OpenSSH_7.6p1 Ubuntu-4ubuntu0.2
2019/02/23 23:48:27.2727
SSH-2.0-OpenSSH_7.2p2 Ubuntu-4ubuntu2.7
2019/02/23 23:48:27.2727 1360 bytes

OLOON
V' VO[VpYVYIsAIJ0curve25519-sha256,curve25519-sha256 @libssh.org,ecdh-sha2-
nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group-exchange-sha256,diffie-
hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group-exchange-shal,diffie-
hellman-group14-sha256,diffie-hellman-group14-shal,ext-info-c[]"ssh-ed25519-cert-
vO1@openssh.com,ssh-ed25519,ecdsa-sha2-nistp256-cert-vO1l@openssh.com,ecdsa-sha2-nistp384-
cert-vO1@openssh.com,ecdsa-sha2-nistp521-cert-vO1@openssh.com,ssh-rsa-cert-
vO01@openssh.com,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521,rsa-sha2-512,rsa-
sha2-256,ssh-rsalchacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-
gcm@openssh.com,aes256-gcm@openssh.comichacha20-poly1305@openssh.com,aes128-
ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com€umac-64-
etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-
512-etm@openssh.com,hmac-shal-etm@openssh.com,umac-64@openssh.com,umac-
128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-shal@umac-64-etm@openssh.com,umac-
128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-
etm@openssh.com,hmac-shal-etm@openssh.com,umac-64@openssh.com,umac-
128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-
shal[]none,zlib@openssh.com,zlib[Jnone,zlib@openssh.com,zlib
2019/02/23 23:48:27.2727
<
(O 9kO @@ VNRYPcurve25519-sha256@libssh.org-
ed25519Ichacha20-poly1305@openssh.com,aes256-gcm@opt
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Q  ip==89.177.109.254 && port == 41748 && ip == 212.158.157.3 && port == 22 && protocols == tcp X C] D D
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